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Agenda

• Your current risk landscape

• The 5-question OSS Risk Review Framework

• Takeaways

• TPRM: Commercial Software vs Open Source
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Commercial vs 
Open Source
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Third Party Risk Management

• SOC 2 / ISO 27001
• Pentest
• Security Questionnaire
• Contract terms
• Support contact

TRADITIONAL
• no salesperson 
• no security questionnaire 
• no account manager 
• no warranty 
• maybe no company at all

VS.

OPEN SOURCE

IS OPEN SOURCE LESS SECURE? NO, IT’S JUST DIFFERENT
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Commercial Software Runs on OSS

Ask your vendors:
1. Do you maintain an SBOM? 
2. Is it product/version/build specific? 
3. How often is it refreshed? 
4. Do you monitor it for new vulnerabilities? 
5. How do you notify me when an OSS component is affected?

A CONTRACT TELLS YOU WHO TO CALL, NOT WHAT IS INSIDE.
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Common Myths

• Commercial = Safe
• Contracts protect the consumer

COMMERCIAL IS BETTER

OPEN SOURCE IS BETTER
• More eyes = safer
• Open source is cheaper
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A Little Dose of Reality…

• …is already part of your stack, both directly and indirectly
• …can be reviewed
• …needs to be reviewed differently

OPEN SOURCE…
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Your current risk 
landscape
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Open Source Gone Wild…

• Heartbleed (2014)
• Shellshock (2014)
• left-pad (2016)
• Log4Shell (2021)
• XZ Utils (2024)
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So, what’s in scope?

• WordPress plugins and themes 
• Browser extensions 
• Docker containers 
• Linux packages 
• firewall/router packages 
• monitoring agents
• backup scripts

• PowerShell modules 
• Python utilities 
• NPM packages embedded 

inside commercial products 
• SIEM rules, detection content, 

dashboards 
• self-hosted tools 

IF IT RUNS IN THE CLIENT ENVIRONMENT, TOUCHES CLIENT DATA, 
AFFECTS AVAILABILITY, OR BECOMES PART OF YOUR SERVICE DELIVERY
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What would you review more carefully?

• A free open source password manager 
• A free Chrome extension 
• A Docker image from a random GitHub repo 
• A WordPress plugin with 500,000 installs 
• A commercial SaaS tool with no published security docs
• Code generated by Claude Code (or any other LLM)
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OSS Risk Review 
Framework
5 QUESTIONS YOU NEED TO ANSWER













#channelcon

The Decision Model

1. Approve
2. Approve with Guardrails
3. Pilot / Sandbox Only
4. Reject / Replace

FOUR POSSIBLE OUTCOMES
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Some Scenarios to Talk Through

1. Self-hosted documentation tool with limited access, regular 
releases, security policy

2. Self-hosted configuration tool with write access to your MS admin 
console; bi-weekly releases, security policy, active community

3. Random PowerShell script requiring global admin from a personal 
GitHub repo

4. Popular WordPress plugin, 500k installs, stale releases, unresolved 
security issues

HINT: THIS IS INTERACTIVE…
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Sample Decision Language

APPROVE WITH GUARDRAILS:
• “We reviewed this tool using the same risk lens we use for commercial 

vendors, but with open-source-specific signals. The project is actively 
maintained, has a security disclosure process, publishes frequent 
releases, and will be monitored for vulnerabilities. We recommend 
using it with these guardrails.”

REJECT / REPLACE:
• “We do not recommend this tool in production because it requires 

sensitive access, has limited maintainer activity, and does not have a 
clear security response process. The functionality is useful, but the 
operational risk is too high for this environment.”
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Takeaways
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